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2. Terms and Definitions Ulaeiig Uljuailll .2

Term Description
SBF Sports Boulevard Foundation. cnHUpl el dunugo dungoll

Terminology Description

Third Party A representative of an external 01% g0 gl duyd dmyJ Jioo danyJl u'»l;b]ll
organization dw wdol loca gl Oliio gl Gload
providing services, products, or 11 oy 16q e BUl Lol
support to SBF, who may hold G0 1o sl Oluo_ ol

job titles such as Coordinator, . o
Al ‘ Ul_IJ.D 10 LDJL LLLLLLUI
Consultant, Specialist, Account Ul R0 crj

Manager, Service 9'Jgl b6 .90 116 OloaS JJ-O-D
Representative, Lead, Senior S
Lead, or Expert.

3. Purpose wanll .3
The purpose of this Guideline is to set forth the OlWhio (1o caiall 1l o 1Bg gh JWAl 1id (Lo gyl
minimum Cybersecurity requirements for Sports g 1))l wipbllg G013l cragjo) cailpu i (ol

Boulevard Foundation Third Parties to protect . s . l I . ..
SBF from possible cyber threats and strengthen Qloa) clig cnlyly ! 40— d ol

Third Parties’ security posture. Jieig dloiaol duludl Olyaail (1o d i woll
. Blybll 0in) caioll eBgl

4. Scope gl 4
This Guideline applies to All Third Parties 20 616laioll Ol dols cale J Wi Guny
engaging with Sports Boulevard Foundation ¢ slp| gy Guhi o .cavll el d i wdgo
through contractual agreements. e ere e e | S ) (s
Additional specific cybersecurity requirements ;"bla.oJI.uU.o U_.__ ,,I LD|}b”|LI‘LJ.C T g
are defined for a Third Party who is classified as 2 oudill puleo) Laog (A )L5) gl (Gulc)
“Major" and “Catastrophic. Auwgolu

5. Ownership & Review Ulealpolig @Sloll.5

5.1 The Cybersecurity Department shall have ilicl d Ugd_uwo cailpuul goll §)lal calgii 1.5
the responsibility for preparing and the Wy HBLExUIg JWUUI it (o drwdPl d3 il
custody over the master copy of this Uluoielm)g9ilolic gi diw J5 Wieilog
Guideline and reviewing it every year or douaii Olpsi di qi.oLq,J_f[ﬁuq donill cno
when there are regulatory or o Jooi cril Guul gi dw 1§oll cale fi§i
organizational changes that affect the 6515 el daW Ui Loaie gl dunngoll

Foundation or the context within which 20 d10lag deolgio daig oid i (o 15U
the Foundation operates or when the

need to make changes arise. To ensure
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that this Guideline aligned and adequate
to applicable laws, regulations, SBF

Public

organizational structure and policies, and

international standards.

5.2 This Guideline is subject to the
(Cybersecurity Governance, Risk and

Compliance Chief) approval

6. References and Supporting

coaill dunindoll Jaung Oleyinilg doill
AJgul wleolig ilwluug

clnd yudy doolgod Juullim o niy 2.5
DljlIg toliollg, doSgall

doclul §ilglig 2alkoJl .6

Documents

6.1 NCA (National Cybersecurity Authority)
Controls

7. The Guideline Statement

7.1 General Provision

Control Name

(NCA) cailpuuwl (ol duibg)l @l hilgs 6.1

coaUbpiw Dl JUJI g .7

dolc o8} 7.1
Network Managed Software Cloud
connectivity Services development Services

Third Party must have policies and procedures to
classify information in terms of its criticality
Joleil Ulelialg Oluluw duyil il o) pogi ol uay
iwling Wigeal d3)a cale 2 Uy hoinig OUWI 20

Third Party must be staffed by employee(s) whose
primary responsibility is Cybersecurity.
(Ugabg0) ebg0 Ayl Gl £r)) g5y cale Ly
il (ol (je (Jgguo
Third Party must have formal procedures for on-
boarding employees that include background checks.
(el droww) Ulelp] 26 g dujAl wlib Ul cale uy
.ol Ao clp] Ulelal oih (Louall ( wayg prebgoll

Third Party must have a process to conduct
Cybersecurity Risk Assessment on a regular basis,
to identify, assess and remediate Risks to data and
information systems.
el (ol oo oudi £l dl bbb Ul cale Ly
2.6 caill olioll dylleog oudig yani ellig . akiio JSiiy
Uloglegll dokiig UL
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Third Party must conduct annual external
Penetration Testing on its IT infrastructure
systems, and internet facing applications.
SN OHWAL £l donyAl Gl Dl cale Ly
dokaillg . dunil Uloglogll dusi du cale £mga JSuiy
LU dlnloll Ulouhillg
Monthly Vulnerability scans must be conducted to
evaluate configuration, Patches and services for known
Vulnerabilities. ~ ~ ~ N
Ol pe Gay dxdol Okl dymils yoro Olloc 1) way
.dogpeoll ol
Network Security UiVl ol

Network connections to information systems and
applications at the Third Parties location must be
authorized and monitored.
Aokl dpWI dauivl Ol ggsi i uy v v v
donlag Wy Apno il Bl cas Oléunilig Ologleoll
bl
Multi-factor authentication must be enforced on all
privileged accounts of access, including remote access
to information systems and applications.
cle ol 11010 GOl o d,_L;JLjJILbI;b]JI cle uyy v v v v
cno Loy Al U nll Ol bl Jgo gl Ulloc 2102
Olunilg Ologleoll deldil call 105 ge Jgpgll eli
Third Party must encrypt data in transit (e.g. SSH, FTPS,
HTTPS, TLS, IPSEC).
JaUl Wi OULWI péuiti dany Al wiibl cale Ly v v v
IPSEC .TLS HTTPS .FTPS .SSH : Jio

Third Party must implement encryption mechanisms,
using at least AES encryption algorithm, and
256 bit key, on all devices or storage media hosting
sensitive data per the Third Party’s assets classification
policy.
dwojjlgd oAU poiiil OWI 1éii dnyl b Ul cale Uy v v v
210> enle elig .y 256 Jgiy Alieouq AES (ke J&5 U ol
WAl call (il kilwg gi 6jaall
Janll Guini dwlu Bog dwlus Ol
A0 Wl ol UL dp I
Intrusion Detection Systems (IDS) or Intrusion
Prevention Systems (IPS) must be implemented at the

network perimeter. ~ ~ N N
Information Processes and Procedures (IP) Ulogle ol dloa Ulelpalg Glloc

Third Party must establish and follow regular
procedures for backup of critical systems and Sports
Boulevard Foundation’s data, software and websites.
cabUWis Ul Al Ulelp] cWilg 269 dojWl wib Ul cale uyy v v v v
Juie)l dunwdo 26lgog Ulaopg OUWg dwlusl dekill
cabUia Dl Awil éaleiwwljuisl g eyl

gl Wi W cailpul ol Sl cealiby) Jua
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Third Party must have a process for secure system and
software development life cycle in alignment with
industry best practice.

Mgk U 6)g diol dloc lodel dnjAl Bib I cale Ly v v
dofio)l Olw)lo.oJl Jsl 20 §olgh Loy Olnoplg donill
Logging & Monitoring el ol dudlog Olasll Ol

Third Party must retain all audit logs from information
systems and applications for storing, processing or
transmitting SBF data for one (1) year.
(0 §01Ul Ol w 210 BRI AWl wlb Ul cale L) v v v v
Jiii gi Mlei gl gjAJ call Uéuhillg Ulogleol doajl
(1) 13lg ple 610) cBUPl Lol dunwdo UL
Third Party must monitor Technology Assets, Systems
and applications to identify unauthorized access, or
unauthorized activity.
dokillg sl Jgpl dblo dnl wibl cale Uy v v v
Araodl e bUitll gl ¢ ppnoll e Jgogll yaail Oléunillg
a
Privileged accounts activity must be logged
and monitored on a regular basis.

Ulalln)l Ol Ol diaiiy 'id.;ﬁl;oq i uyy v v v v
Business Continuity & Incident Management GalgaJi 6)lalg Jloc DI dyjlpoiwwl

Incident management policy and plan must be
documented, maintained and communicated to
management and appropriate team members. ~ ~ ~ N
né Wlg Ay BLEINDIg Dalgal 6)la] dadg dwlaw §Ligi uay
Lieoll gupall claciq 6jlall
Third Party must have a Disaster Recovery Plan (DR
Plan) which is documented, maintained and
communicated to appropriate parties. The DR Plan
should address the recovery of Assets and
communications following a major disruption to
business operations.
U9 Ujlgall (1o caoleil) dnA alac] dnyWl wlb Ul cale uny
0 caesiy LoS .y dricoll GlbDl £1L] alyg darog dsigo
19 Jwaill Puwgg Jgpll 6a1leiwl caslell dha calc crgini
gt Ouoell cas Ujlgs Ggan

Third Party must have a comprehensive Business
Continuity (BC) plan which is
documented, maintained and communicated to J J J J
appropriate parties.
Jloc Dl dylpoiwl dlolb dns alic] dunyl Wbl cale uyy
ool Gl cu] Wt ] plug drrog ddigo ygsi
Third Party must conduct Business Continuity drills at
least annually.
Al Wlo Ul eale Ly 630 Jloc Ul dyjlpoiwl OHUIAl ]
bgiuw JB1I enle 611lg
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8. Appendices Ulioyoll .8

N/A ngl
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